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UNIT–I
INTRODUCTIONTOSECURITYCONCEPTS

AMODELFORCRYPTOGRAPHYCONCEPTSANDTECHNIQUES

1 Explainindetailaboutpassiveattacksandactiveattacks. [L2][CO1] [12M]

2
a.

Whatismeantbysecurityservices?Explainvarioussecurityservices
listedinX.800?

[L1][CO1] [6M]

b.DifferentiateSubstitutionandTranspositiontechniques. [L3[CO1] [6M]

3
a.ExaminethepropertiesofSecurityMechanisms. [L3][CO1] [8M]

b.CompareEncryptionandDecryptionProcess. [L4][CO1] [4M]

4
a.Classifypossibletypesofattacksincryptography? [L2][CO1] [8M]

b.Writeshortnoteonlinearanddifferentialcryptanalysis [L1][CO1] [4M]

5
a.DescribeSymmetricandAsymmetrickeycryptographytechniques. [L2][CO1] [7M]

b.Summarizetherelationbetweenkeyrangeandkeysizeincryptography? [L2][CO1] [5M]

6
a.Simplifyvariousnon-cryptographicvulnerabilities. [L4][CO1] [6M]

b.Whatissecurityapproaches?Explainvariousmethodsofsecurity
approaches?

[L1][CO1] [6M]

7 ExplainanythreeSubstitutionTechniqueswithexample. [L2][CO1] [12M]

8
a.

DiscussindetailaboutDenialofservices(DOS),SpoofingandPhishing
attacks?

[L2][CO1] [6M]

b.InferthePrinciplesofsecurityindatasecurity? [L2][CO1] [6M]

9
a.Illustratedifferenttypesoftransposition techniquesindetail. [L3][CO1] [6M]

b.DiscussPlayfaircipherinDetail. [L2][CO1] [6M]

10 IndicateanythreeSymmetrickeyciphertechniques. [L2][CO1] [12M]
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UNIT–II
CONVENTIONALENCRYPTION

1
a.IllustrateConventionalencryptionmodel. [L3][CO2] [6M]

b.Stateandexplaintheprinciplesofpublickeycryptography? [L1][CO2] [6M]

2 DescribeHillcipherandMonoalphabeticciphersindetail [L2][CO2] [12M]

3

a.ExplainDouble&TripleDESwithkeys. [L2][CO2] [8M]

b.
DeriveCeasarcipheralgorithm,encryptsthemessageusingthekey

"POLYMORPHIC"andKeyk=3.
[L3][CO2] [4M]

4 SummarizeonetimepadandPolyalphabeticciphermethodswithexample.[L4][CO2] [12M]

5
a.ExplainRailfenceTechniqueandRowColumnartechniques. [L2][CO2] [6M]

b.CategorizeanytwoSubstitutionTechniquesinsymmetrickeycryptography. [L4][CO2] [6M]

6
a.

EstablishAffinecipherEncryptionandDecryptionprocessusingthe
keyword"MONARCHY"andkeysa=3,b=5.

[L3][CO2] [7M]

b.Compareconventionalkeywithpublickeyencryption. [L5][CO2] [5M]

7 DemonstratesingleroundDESwithneatsketch. [L2][CO2] [12M]

8
Writeshortnotesonblockcipherprinciples?Explaintheblockcipher
modesofoperation.

[L1][CO2] [12M]

9

a.InferthePrinciplesofStream CipherandBlockcipher. [L2][CO2] [6M]

b.Discusskeydistributionindetail. [L2][CO2] [6M]

10 ExaminethegeneralstructureofDESwithneatsketch. [L4][CO2] [12M]
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UNIT–III
ASYMMETRICKEYCIPHERS

1
a.

ExplaintheRSAalgorithm.ComputeciphertextforM=88,p=17,q=11,
e=7.

[L2][CO3] [8M]

b.WriteaboutthestrengthofRSA? [L1][CO3] [4M]

2.
ComputeCiphertextforPlaintext=”DECRYPTION”,P=11,D=3,E1=2,
R=4(Random Integer)plaintext=7,usingElgamalCryptography.

[L3][CO3] [12M]

3
a.

IllustratethestructureofDiffie-HellmanKeyExchangeandCalculate
Diffie-HellmanKeyExchangealgorithm usingkeysq=7,Xa=3,Xb=4,α=2.

[L4][CO3] [7M]

b.EstablishDigitalSignatureAlgorithm usingRSA. [L3][CO3] [5M]

4 GeneralizethestructureofDSAanditsalgorithms. [L2][CO3] [12M]

5
a.InfertheconceptofElgamalCryptographyalgorithm. [L2][CO3] [8M]

b.ListoutthepossibleattacksonRSAAlgorithm. [L1][CO3] [4M]

6
a.ExaminethestructureofX448keyexchangeanditsalgorithms. [L3][CO4] [7M]

b.ExplaintheconceptsofRandom BitGeneration. [L2][CO4] [5M]

7 DemonstratetheStructureofAESanditstransformations. [L2][CO4] [12M]

8 DiscussaboutkeyschedulingandroundtransformationofIDEA. [L2][CO4] [12M]

9
a.

Evaluatethestructureofblowfishalgorithm andlistoutthemeritsand
Demerits.

[L1][CO4] [8M]

b.DerivetheconceptsofStream cipheringinasymmetrickeyciphers. [L3][CO4] [4M]

10 DiscussanyoneAsymmetricKeycipheralgorithmswithexample.Listout
theadvantagesanddisadvantages.

[L3][CO4] [12M]
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UNIT–IV
INTRODUCTIONTODATASECURITY&IDSSECURITY

1 Whatissecurityattack?ExplaindifferentTypesofSecurityattacks? [L2][CO5] [12M]

2 Examinethetypes,process&toolsofVulnerabilityassessment? [L4][CO5] [12M]

3
a.ExplainVulnerabilityanditstypes? [L2][CO5] [6M]

b.Enumeratesecuritygoalsanditsmethods. [L1][CO5] [6M]

4 DiscussHashFunctionsandTwoSimpleHashingfunctionsindetail. [L2][CO5] [12M]

5 Designellipticcurvearchitectureanditsfunctionsbriefly. [L6][CO5] [12M]

6

a.DefineNon-maliciousProgram errorsandidentifyBufferoverflowinNon-
maliciousProgram errors.

[L3][CO5] [7M]

b.EvaluatethetypesandcharacteristicsofDataIntegrity. [L5][CO5] [5M]

7
a.InferindetailaboutTime-of-checktoTime-of-useErrors. [L2][CO5] [6M]

b.DescribeHashfuntions.Listoutthefeaturesandpropertiesofhash
functions.

[L2][CO5] [6M]

8 ClassifyvarioustypesofvirusesinIDSSecurity. [L4][CO5] [12M]

9

a.Definefirewall?Examinetheneedforfirewallsandroleoffirewallsin
protectingnetworks.

[L4][CO5] [8M]

b. Summarize(i)Salamiattack.
(ii)TrapDoor

[L2][CO5] [4M]

10 Illustratevarioustypesofmalicioussoftwareviruses. [L3][CO5] [12M]
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UNIT–V
IPSECURITY&DIGITALSIGNATURES

1 SketchneatlyandsummarizeIPsecurityArchitectureindetail. [L3][CO6] [12M]

2 GeneralizeAuthenticationheaderanditsmodesofoperationindetail. [L6][CO6] [12M]

3
a.Justifybrieflyaboutcombining SecurityAssociations. [L5][CO6] [8M]

b.DistinguishbetweenDigitalSignatureandDigitalCertificate. [L4][CO6] [4M]

4 Inferthecharacteristics,workingandcomponentsofEncapsulating
securitypayloads.

[L2][CO6] [12M]

5
a.DiscussModelofDigitalSignatureandEncryptionwithDigitalSignature. [L2][CO6] [6M]

b.DifferentiatebetweenSHA1andSHA2 [L4][CO6] [6M]

6 DefineDigitalsignature.Writedownthestepsfollowedincreatingdigital
signature.ListtheBenefitsanddrawbacksofdigitalsignatures.

[L1][CO6] [12M]

7
a.IllustratethestepsinvolvedinDSAAlgorithm. [L3][CO6] [6M]

b.ExaminetheProofofDigitalsignaturealgorithm. [L3][CO6] [6M]

8 ExplainvarioustypesofAuthenticationProtocolsanditsadvantagesand
disadvantages.

[L2][CO6] [12M]

9 DiscussaboutDigitalSignatureStandardapproach.Identifythebenefits
and
ProblemsofDSS.

[L2][CO6] [12M]

10
a.Describethestepstakentoensuresecurity,signingtheDigestinDigital

Signature
algorithm.

[L2][CO6] [6M]

b.ExamineSecureHashAlgorithm andapplications. [L4][CO6] [6M]
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